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2 MARKS
Q-1) What do you mean by trade cycle?
Ans:- A trade cycle refers to fluctuations in economic activities specially in employment, output and
income, prices, profits etc. It has been defineddifferently by different economists.
 According to Keynes, “A trade cycle is composed of periods of good trade characterized by rising
prices and low unemployment percentages altering with periods of bad trade
Q-2) Define biometrics.(2019(s)-7(v))
Ans:-Biometrics is the measurement and statistical analysis of people's unique physical and behavioral
characteristics. The technology is mainly used for identification and access control, or for identifying
individuals who are under surveillance. The basic premise of biometric authentication is that every person
can be accurately identified by his or her intrinsic physical or behavioral traits.
Q-3) Define XML.
Ans:- Extensible Markup Language (XML) is a markup language that defines a set of rules for encoding
documents in a format that is both human-readable and machine-readable.
Q-4) What do you mean by digital certificate?
Ans:- A Digital Certificate is an electronic "password" that allows a person, organization to exchange data
securely over the Internet using the public key infrastructure (PKI).Digital Certificate is also known as a
public key certificate or identity certificate.
 An attachment to an electronic message used for security purposes. The most common use of a digital
certificate is to verify that a user sending a message is who he or she claims to be, and to provide the
receiver with the means to encode a reply.
Q-5) Name the different data standards used in EDI.
Ans:- Different Types of EDI and a Range of Approaches to Enabling EDI Across a Trading Community.
 Direct EDI/Point-to-Point
 EDI via VAN or EDI Network Services Provider
 EDI via AS2
 EDI via FTP/VPN, SFTP, FTPS
 Web EDI
 Mobile EDI
 EDI Software
Q-6) DefineE-waste. (2019(S)-7(IV))
Ans:-E-waste (Electronic waste) is any refuse created by discarded, unwanted, non-working or
obsolete, electronic devices and components as well as substances involved in their manufacture or use.
Q-7) Define electronic market.
Ans:- Electronic markets (or electronic marketplaces) are information systems (IS) which are used by
multiple separate organizational entities within one or among multiple tiers in economic value chains.
 Electronic markets (or electronic marketplaces) are information systems (IS) which are used by
multiple separate organizational entities within one or among multiple tiers in economic value
chains.
Q-8) What is E-business? (2017-1(A))
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Ans:-Electronic business (e-business) refers to the use of the Web, Internet, intranets, extranets or some
combination thereof to conduct business. E-business is similar to e-commerce, but it goes beyond the
simple buying and selling of products and services online.
Q-9) Define EFT. (2017- 3(A))
Ans:- Electronic funds transfer (EFT) are electronic transfer of money from one bank account to another,
either within a single financial institution or across multiple institutions, via computer-based systems,
without the direct intervention of bank staff.
Q-10) What is e-procurement. (2017(W)-4(A) /2019(S)-2(A))
Ans:-E-Procurement or electronic procurement refers to the process of purchase and sale of goods or
services through electronic methods, primarily the Internet. ... e-Procurement consists of Indent
Management, RFX creation, e-Tendering, e-Auctioning, Vendor Management and Contract Management
among other processes.
Q-11) Define VPN. (2017-5(A))
Ans:- A virtual private network (VPN) is a technology that creates a safe and encrypted connection over a
less secure network, such as the internet. VPN technology was developed as a way to allow remote users
and branch offices to securely access corporate applications and other resources.
Q-12) What do you mean by digital signature?
Ans:- A digital signature guarantees the authenticity of an electronic document or message in digital
communication and uses encryption techniques to provide proof of original and unmodified
documentation.
 A digital signature is a mathematical technique used to validate the authenticity and integrity of a
message, software or digital document.
Q-13) What is supply chain?(2019(S)-7(II))
Ans:- Supply Chain Management means coordinating, scheduling and controlling procurement,
production, inventories and deliveries of products and services to customers. The SCM is the backbone
of E-commerce, a very critical component of E-commerce.
Q-14) What is e-governance?(2019(S)-5(A))
Ans:- Electronic governance or e-governance is the application of information and communication
technology (ICT) for delivering government services, exchange of information, communication transactions,
integration of various stand-alone systems and services between government-to-citizen (G2C),
government-to-business (G2B), government-to-government (G2G), government-to-employees (G2E) as
well as back-office processes and interactions within the entire government framework.
Q-15) What is IT infrastructure?
Ans:- The term infrastructure in an information technology (IT) context refers to an enterprise's entire
collection of hardware, software, networks, data centers, facilities and related equipment used to develop,
test, operate, monitor, manage and/or support information technology services.
 Information technology infrastructure is defined broadly as a set of information technology (IT)
components that are the foundation of an IT service; typically physical components (computer and
networking hardware and facilities), but also various software and network components.
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Q-16) What is payment gateway?(2019(S)-6(A))
Ans:- Payment Gateway Payment gateway is a separate service and act as an intermediary
between the merchant shopping carts shall the financial n/w involved with transaction
including the customer credit card issuer & merchant account.
Q-17) What is Debit Card?(2019(S)-6(c-i))
 Debit Card:-Debit cards are also known as check cards. They operate like cash cheque. While a
credit card is a way to pay later a debit card is a way to pay now. Debit cards offer an alternative to
carrying a check book or cash.

Q-18) What is Credit Card?(2019(s)-6(c-ii))
 Credit Card :-A credit card is a payment card issued to users as a system of payment.
It allows the cardholder to pay for goods and services based on the holder's promise
to pay for them.
Q-19) What do you mean by Intranet?(2019(S)-3(a))
An intranet is a private network that can only be accessed by authorized users. The prefix "intra" means
"internal" and therefore implies an intranet is designed for internal communications. "Inter" (as in Internet)
means "between" or "among." Since there is only one Internet, the word "Internet" is capitalized. Because
many intranets exist around the world, the word "intranet" is lowercase.

Q-20)What is Secure socket layers?(2019(s)-4(a))
Secure Socket Layer (SSL)
Secure Socket Layer (SSL) provide security to the data that is transferred between web browser and server.
SSL encrypt the link between a web server and a browser which ensures that all data passed between them
remain private and free from attack.

Q-21) Define E-Commerce?(2019(s)-1(a))
Ecommerce refers to commercial transactions conducted online. This means that whenever
you buy and sell something using the Internet, you’re involved in ecommerce.
Q-22 What is VPN?(2019(s)-7(iii))
A VPN, or Virtual Private Network, allows you to create a secure connection to another network over the
Internet. VPNs can be used to access region-restricted websites, shield your browsing activity from prying
eyes on public Wi-Fi, and more.
These days VPNs are really popular, but not for the reasons they were originally created. They originally
were just a way to connect business networks together securely over the internet or allow you to access a
business network from home.

5 MARKS
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Q-1) Compare between traditional and electronic commerce. (2019(S)-1(B)/2017(W)-1(B))
Ans:BASIS FOR
COMPARISON
Meaning

Processing of Transactions
Accessibility
Physical inspection
Customer interaction
Scope of business
Information exchange
Resource focus
Business Relationship
Marketing
Payment
Delivery of goods

TRADITIONAL COMMERCE

E-COMMERCE

Traditional commerce is a branch of
business which focuses on the
exchange of products and services,
and includes all those activities
which encourages exchange, in some
way or the other.
Manual
Limited Time
Goods can be inspected physically
before purchase.
Face-to-face
Limited to particular area.
No uniform platform for exchange of
information.
Supply side
Linear
One way marketing
Cash, cheque, credit card, etc.
Instantly

e-Commerce means carryng out
commercial transactions or
exchange of information,
electronically on the internet.

Automatic
24×7×365
Goods cannot be inspected
physically before purchase.
Screen-to-face
Worldwide reach
Provides a uniform platform for
information exchange.
Demand side
End-to-end
One-to-one marketing
Credit card, fund transfer etc.
Takes time

OR
TRADITIONAL COMMERCE

E-COMMERCE

1.Traditional Commerce or Commerce is a part
of business, which encompasses all those
activities that facilitate exchange. Two kinds of
activities are included in commerce, i.e. trade
and auxiliaries to trade
2. The cost incurred on the middlemen,
overhead, inventory and limited sales pulls
down the profit of the organization in
traditional commerce.
3. In traditional commerce, it is possible to
physically inspect the goods before the
purchase.

1.e-Commerce or electronic commerce refers
to the exchange of goods and services, funds or
information, between businesses and
consumers using the electronic network, i.e.
internet or online social network.
2. E-commerce helps to increase the sales of
the organization. It helps the organization to
enjoy greater profits by increasing sales, cutting
cost and streamlining operating processes.
3. E-commerce does not allow physical
inspection of goods. In purchasing goods in ecommerce, customers have to rely on
electronic images
4. In e-commerce, it is easy to introduce a
product on the website and get the immediate
feedback of the customers. Based on the
response, the products can be redefined and
modified for a successful launch.

4. In traditional commerce, it takes a lot of
time and money to introduce a new product
and analyze the response of the customers.
Initially, cost has to be incurred to carry out
pilot surveys to understand the taste of the
customers.
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TRADITIONAL COMMERCE
5. In traditional commerce, the exchange of
goods and services, for money can take place,
only during working hours.
6. In traditional commerce, the interaction
between buyers and sellers is direct, i.e. face to
face.

7. The scope of business in traditional
commerce is limited to a particular area, i.e.
the reach of business is limited to the nearby
places where it operates.
8. As there is no fixed platform for information
exchange in traditional commerce, the
business has to rely on the intermediaries for
information fully.
9. In traditional commerce, due to
standardization, there is mass/one way
marketing.
10. The delivery of goods is immediate in
traditional commerce

E-COMMERCE
5. On the other hand, in e-commerce, the
buying and selling of goods can occur anytime.
6. As against this, there is indirect customer
interaction, in the case of e-commerce,
because it may be possible that the customer is
miles away from where they place an order for
the purchase of goods.
7. On the contrary, the business has worldwide
reach in case of e-commerce, due to its ease of
access.
8. Unlike e-Commerce, wherein there is a
universal platform for information exchange,
i.e. electronic communication channel, which
lessen the dependency on persons for
information.
9. However, customization exists in ecommerce leading to one to one marketing.
10. But in the case of e-commerce, the goods
are delivered at the customer’s place, after
some time, usually within a week.

Q-2) Explain the working of e-commerce application in wholesale sector. (2019(S)-5(B))
Ans:-There are numerous applications for retail as well as wholesale in the case of e-commerce. Here
comes e-retailing or may be called as online retailing. This refers to the selling of goods and other services
through electronic stores from business to consumers. These are designed and equipped using a shopping
cart model and electronic catalog.
E-commerce has a number of applications in retail and wholesale.
 E-retailing or on-line retailing is the selling of goods from Business-to-Consumer through electronic
stores that are designed using the electronic catalog and shopping cart model.
 Cybermall is a single Website that offers different products and services at one Internet location. It
attracts the customer and the seller into one virtual space through a Web browser.
 Physical assembling, sorting & grading goods in large lots, breaking bulk, repacking & redistributing
in smaller lots is all a part wholesale.

Q-3) What do you mean by cryptography? Explain various methods of cryptographic
techniques briefly.
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Ans:-The art of protecting information by transforming it (encrypting it) into an unreadable format,
called cipher text. Only those who possess a secret key can decipher (or decrypt) the message into plain
text.
In other word cryptography is an encryption system in which the sender and receiver of a message share a
single, common key that is used to encrypt and decrypt the message. They include encryption
methods that are best suited for processing large data streams .
Cryptographic Techniques
Private key Cryptography
In Private key Cryptography, the sender and recipient agree beforehand on a secret private key. The plain
text is somehow combined with the key to create the cipher text. The method of combination is such that,
it is hoped, an advisory could not determine the meaning of the message without decrypting the message,
for which he needs the key. Private key methods are efficient and difficult to break. The key must be
exchanged between the sender and recipient.
Public key Cryptography
In Public key Cryptography there is also a private key and in private key cryptography this key is used to
decrypt the cipher text. In public key cryptography only the recipient has the private key. The sender has a
public key anyone who wants to send an encrypted message to the recipient can use the public key. Public
key Cryptography depends upon the one way functions. One way function s is a function that is easy to
apply but extremely difficult to invert. The public key algorithm uses a one way function to translate plain
text to cipher text. Then without the private key it is very difficult for anyone to reverse the process.
OR
The art of protecting information by transforming it (encrypting it) into an unreadable format, called cipher
text. Only those who possess a secret key can decipher (or decrypt) the message into plain text.
In other word cryptography is an encryption system in which the sender and receiver of a message share a
single, common key that is used to encrypt and decrypt the message. They include encryption
methods that are best suited for processing large data streams.
1. Plaintext In computing: plaintext is a readable textual material without much processing. It is an original
message not formatted text that a sender wishes to communicate with the receiver. The authentic
message that has to be sent to the receiver’s end in cryptography is given a unique name called plaintext
2.Cipher text in cryptography: cipher text is a text that comes as a result of encryption performed on
plaintext using an algorithm called cipher. This message is a meaningless text and cannot be understood by
anyone. Cipher text is also known as encrypted or encoded text as it is a non-readable form of the original
text. It cannot be read by human and computer without decryption of cipher text. In cryptography the
plaintext is converted to a non-readable text before sending the actual text.
3.Encryption: Encryption is a process of coding information into a form that is unreadable without a
decoding key. Encryption requires two things key and encryption algorithm. It prevents our data and allows
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only the receiver to read the data with the help of the key. Cryptography uses encryption techniques to
send confidential messages .This is a process in which a plaintext is converted to a cipher text. It takes
places at the sender’s side.
4.Decryption: Decryption is a reverse process of encryption. It is a process of converting a cipher text back
into a plaintext that the user can read and this happens at the receiver’s end so that he is able to read the
original message from the encrypted message. This also requires two things a key and decryption
algorithm.
5.Key: a key is a value that is used to encrypt or decrypt a message. It is a numeric or alpha numeric text or
may be special symbols also. In cryptography the selection of key is important as security depends on it. It
can use symmetric or asymmetric algorithms.
6.Symmetric algorithm: Symmetric algorithm is one in which the encryption and decryption key are the
same. It can also be a key that is easily calculated from the other. Before sending or communicating with
each other the sender and the receiver must agree to the key.
7.Asymmetric algorithm: an asymmetric algorithm is an algorithm in which the key used in encryption is
different from that of the key used decryption. It is also known as public key cryptography.
8.Public key: cryptography Public key cryptography is a technique in which the key used for encryption is
made public but only the person who holds the corresponding private key can decrypt the message that is
been encrypted and send to him.
9.Private key: Private keys are normally known only to the owner. Messages can be encrypted using public
key and decrypted using private key.
Q-4) Explain the various types of electronic payment systems.
Ans:-Types of Electronics Payment System
 Electronic Tokens:-An electronic token is a digital analog of various forms of payment backed by a
bank or financial institution. Different types of token are Real time tokens.
Pre-paid tokens:-These are exchanged between buyer and seller their users pre-pay for tokens that
serve as currency. Transactions are settled with the exchange of these tokens. Examples of these are
dig cash, debit cards etc.
Post-paid tokens:-These are used with fund transfer instructions between the buyer and seller.
Example- electronic cheques, credit card data etc.
 Electronic Or Digital Cash:- Digital cash is a system of purchasing cash credits in relatively small
amounts, storing the credits in your computer, and then spending them when making electronic
purchases over the Internet. Some qualities of cash are Cash is a legal tender i.e. payee is
obligatory to take it.
 Electronic Cheques:-The electronic cheques are modelled on paper checks, except that they are
initiated electronically. They use digital signatures for signing and endorsing and require the use of
digital certificates to authenticate the payer, the payer‘s bank and bank account.
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 Credit Card :-A credit card is a payment card issued to users as a system of payment. It allows the
cardholder to pay for goods and services based on the holder's promise to pay for them.
 Debit Card:-Debit cards are also known as check cards. They operate like cash cheque. While a
credit card is a way to pay later a debit card is a way to pay now. Debit cards offer an alternative to
carrying a check book or cash.

Q-5) Explain the concept of e-governance briefly.
Ans:-E-governance, expands to electronic governance, is the integration of Information and
Communication Technology (ICT)in all the processes, with the aim of enhancing government ability to
address the needs of the general public. The basic purpose of e-governance is to simplify processes for all,
i.e. government, citizens, businesses, etc. at National, State and local levels.
Concept of E-Governance
E-governance is the good usage of information and communication technologies to transform and enhance
the efficiency, effectiveness, transparency and accountability of informational and transactional exchanges
with in government, between government agencies at National, State, Municipal & Local levels, citizen &
businesses, and to authorise citizens through access and use of information. Fundamentally, E-governance,
entails electronic governance which uses information and communication technologies at various levels of
the government and the public sector to improve governance (Bedi, Singh and Srivastava, 2001).
Theoretical studies demonstrated that E-Governance is the process of change of the relationship of
government with its constituents the citizens, the businesses and between its own organs, through the use
of tools of information and communication technology. Keohane and Nye (2000) asserted that
"Governance implies the processes and institutions, both formal and informal that guide and restrain the
collective activities of a group. Government is the subset that acts with authority and creates formal
obligations. Governance need not necessarily be conducted exclusively by governments. Private firms,
associations of firms, nongovernmental organizations (NGOs), and associations of NGOs all engage in it,
often in association with governmental bodies, to create governance and sometimes without governmental
authority." The objective of e governance is to embrace information and communication technologies and
offer an opportunity to citizens, so they can get involve in decision making process.
OR
Through e-governance, the government plans to raise the coverage and quality of information
and services provided to the general public, by the use of ICT in an easy, economical and effective
manner. The process is extremely complicated which requires, the proper arrangement of hardware,
software, networking and indeed re-engineering of all the processes to facilitate better delivery of
services.

Types of Interactions in E-Governance
1. G2G (Government to Government): When the exchange of information and services is within
the periphery of the government, is termed as G2G interaction. This can be both horizontal, i.e.
among various government entities and vertical, i.e. between national, state and local government
entities and within different levels of the entity.
2. G2C (Government to Citizen): The interaction amidst the government and general public is G2C
interaction. Here an interface is set up between government and citizens, which enables citizens to
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get access to wide variety of public services. The citizens has the freedom to share their views and
grievances on government policies anytime, anywhere.
3. G2B (Government to Business): In this case, the e-governance helps the business class to
interact with the government seamlessly. It aims at eliminating red-tapism, saving time, cost and
establish transparency in the business environment, while interacting with government.

4. G2E (Government to Employees): The government of any country is the biggest
employer and so it also deals with employees on a regular basis, as other employers do.
ICT helps in making the interaction between government and employees fast and efficient,
along with raising their level of satisfaction by providing perquisites and add-on benefits.

Q-6) Explain e-commerce security issues.
Ans:- Electronic commerce may include any computer mediated business process, but a
common usage is to describe commerce taking place using the WWW as an enabling
transport.
E-Commerce Security Issues
 Access control : If access control is properly implemented, many other security
problems, like lack of privacy ,will either be elimination or mitigated .Access control
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ensures only those that legitimately require access to resources are given access as
well as logical access to resources .Various type of threats exist for access control .
Privacy : privacy ensures that only authorized parties can access information in any
system .The information should also not be distributed to parties that should not
receive it .Issues related to privacy can be considered as a subset of issues related to
access control.
Authentication: Authentication ensures that the origin of an electronic massage is
correctly identified. This means having the capability to determine who seen the
massage and form where or which machine. Without proper authentication, it will
be impossible to know who actually placed on order and whether the order placed is
genuine or not.
Non-repudiation: Non repudiation is closely related to authentication and this
ensures the sender cannot deny sending a particular massage and the receiver
cannot deny receiving a massage. If this happens in frequently, it may not
significantly harm e-commerce; however, on a large scale this can be devastating.
Availability: Availability insures that the required systems are available when
needed. For an e-commerce sits this means that the customer order systems are
available all the time .Two major threats to availability problems are virus attacks
and denial of service.

Q-7) Explain traditional options of web promotion briefly.
Ans:- Traditional options of Web Promotion
Banner Ads: Banner ads are rectangle boxes that sit on a web page and, when clicked, send
a visitor to the advertiser‘s web page. Animated banners have higher click through rates
than standard banners.
Banner Exchanges: Banner exchange program, where random sites run your banner and
you run random banner these sites in return. Guidelines differ between exchanges services,
but this option shouldn‘t cost your money, only space on your web page.
Ad Networks: Ad network give you a targeted audience and updates about the success of
your banner. When you work with an ad network you have two options. Involves paying the
network to place and monitor the success of your banner. You allow them to publish their
banners on your website and they pay you.
Web Counter: A web counter or hit counter is a computer software program that indicates
the number of visitors, or hits, a particular web page has received. Once set up these
counters will be incremented by one every time the web page is accessed in a web browser.
P a g e 11 | 35

The counter should accompanied by the date it was set up or last reset, otherwise it
becomes impossible to estimate within what time the number of pages loads counted
occurred. Web counter are not trustworthy.
Q-8) Explain different categories of e-commerce applications.
Ans:-Categories of E-Commerce Application
E-Commerce systems include commercial transactions on the internet but their scope is
much wider than this. They can be classified by application type as:
 E-Markets
 EDI (Electronic data interchange)
 Internet Commerce
E-Markets: The principle function of an electronic
market is to facilitate the search for required product or
services. Airline booking systems are an example of an
electronic market.
Electronic datainterchange :-Electronic data
interchange (EDI) is an electronic communication
method that provides standards for exchanging data via any electronic means. By adhering
to the same standard, two different companies, even in two different countries, can
electronically exchange documents (such as purchase orders, invoices, shipping notices, and
many others).
Internet commerce:- The internet (and similar network facilities) can be used for
advertising goods and services and transacting one-off deals. Internet commerce helps
application for both business – to-business and business to consumer transactions.
Q-9) Difference between B2B and B2C. (2017(W)-7(B))
Ans:-Business-to-Consumer (B2C) Model
The B2C model involves transactions between business organizations and consumers. It applies to any
business organization that sells its products or services to consumers over the Internet. These sites display
product information in an online catalog and store it in a database. The B2C model also includes services
online banking, travel services, and health information.


B2C e-Commerce refers to the process of selling to individual customers directly.
An example of a B2C transaction would be someone buying a pair of shoes online or booking a pet
hotel for a dog. It is likely the model that most people are familiar with.
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B2C marketing refers to all the marketing techniques and tactics used to promote products or
services to end consumers.
B2C marketers know that their customers are prone to making impulse purchases and typically
make buying decisions independently. They can be swayed by various factors, including a trendy
brand, quality customer service, convenience (free and fast shipping), and social proof.
B2C companies divide into five major categories: direct sellers, online intermediaries, advertisingbased models, community-based models and fee-based models.
B2C identified various kinds of models which are
Auction, Online stores, Online services

Business-to- Business (B2B) Model
The B2B model involves electronic transactions for ordering, purchasing, as well as other administrative
tasks between houses. It includes trading goods, such as business subscriptions, professional services,
manufacturing, and wholesale dealings.







B2B e-Commerce is an online business model that facilitates online sales transactions between two
businesses
For example, an online retailer that sells office furniture is a B2B business because its primary target
market is other businesses. B2B e-Commerce also facilitates transactions between wholesalers and
retailers or manufacturers and wholesalers and is typically a more complex process.
B2B marketing, which often relies on building long-term personal relationships and focusing on
customer education
B2B exchange is a website we where many companies can buy from and sell to each other using a
common technology platform. Many exchanges also offer addition services, such as payment or
logistics services that help members complete a transaction.
Type of B2B market
Supplier Oriented e-marketplace
Buyer Oriented e-marketplace
Independent e-marketplace

Q-10) Differentiate between XML and HTML.Explain the role of e-commerce in service
sector. (2017(W)-6(B))
Ans:XML
XML was designed to be a software and
hardware independent tool used to
transport and store data, with focus on
what data is.
XML provides a framework for defining
markup languages.
XML is neither a programming language

HTML
HTML was designed to display data with
focus on how data looks

HTML is a markup language itself
HTML is a presentation language
P a g e 13 | 35

XML
nor a presentation language.
XML is case sensitive
XML is used basically to transport data
between the application and the database.
what makes XML flexible is that custom
tags can be defined and the tags are
invented by the author of the XML
document
XML makes it mandatory for the user the
close each tag that has been used.
XML is about carrying information, hence
dynamic.
XML preserve white space

HTML
HTML is case insensitive
HTML is used for designing a web-page to
be rendered on the client side
HTML has its own predefined tags

HTML is not strict if the user does not use
the closing tags
HTML is about displaying data, hence
static
HTML does not preserve white space

Role of E-Commerce in the Service Sector:
 E-Commerce helps in improving and increasing the speed of transactions, reduces management
expenditure, and increases efficiency and increases competitiveness.
 Helps the insurance, banking and mainly all the financial sectors, real estate, telecommunications,
tourism, logistics, and postal services.
 E-Commerce also helps services gain a competitive advantage by providing strategies for
differentiation, cost leadership and customer satisfaction.
 Web-enabled services include personal banking, stock trading, and education.

Q-11) What is digital signature and also explain how does it work?(2017(w)-5(B))
Ans:-Digital Signature
A digital signature is a stream of bits appended to a document. The purpose of a digital signature is to
provide assurance about the origin of the message and the integrity of the message contents. When a
message with a digital signature is transmitted and received , the following parties are involved:




The signer who signs the document.
The verifier who receives the signed document and verifies the signature.
The arbitrator who arbitrates any disputes between the signer and the verifier if there is a
disagreement on the validity of the digital signature.

How it works
Assume you send the draft of a contract to your lawyer in another town. You want to give your lawyer the
assurance that it was changed from what you sent and that is a really from you.
 Copy and paste the contract into an email note.
 Using special software, you obtain a message hash (mathematical summery) of the contract.
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 Then use a private key that you have previously obtained from a public-private key authority to
encrypt the hash.
 The encrypted hash becomes your digital signature of the message.
Q-12) Explain the role of e-commerce in service sector.(2019(S)-5(B))
Ans:-Role of E-Commerce in the Service Sector:
 E-Commerce helps in improving and increasing the speed of transactions, reduces management
expenditure, and increases efficiency and increases competitiveness.
 Helps the insurance, banking and mainly all the financial sectors, real estate, telecommunications,
tourism, logistics, and postal services.
 E-Commerce also helps services gain a competitive advantage by providing strategies for
differentiation, cost leadership and customer satisfaction.
 Web-enabled services include personal banking, stock trading, and education.
 Several companies such as E-Trade. Datek.on-line, American Express Financial Services,
etc. allow you to trade stocks, bonds, mutual funds, etc. on the internet.
 This has perhaps been the area in which there has been the greatest growth in eservices.
Essentially, in most of these applications, the customer who could be an individual or
business specifies his requirements in relation to the service.
Q-13) Explain the role of e-commerce in manufacturing.
Ans:-E-Commerce role in Manufacturing
 Manufacturing can be defined as the process of collecting and then converting raw materials into
finished, qualitative goods or products for the consumers.
 Manufacturing requires components, assemblies, transportation, storages, paper works, etc.
 E-Commerce applied to the supply chain management process helps in reducing the overall costs
drastically and improves quality and efficiency by automating most of the supply chain
 E-commerce can enhance manufacturing process by:
 Enhancing efficiency.
 Reducing cost/cycle time.
 Providing accuracy and flexibility.
 Supporting inventory levels.
Q-4) Explain firewall and its working.types of firewall. What are the advantages and disadvantages
associated with different types of firewall. (2019(S)-3(B))
Ans:-Firewall A firewall is a network security system, either hardware or software based, that controls
incoming and outgoing network traffic based on a set of rules. a firewall controls access to the resources of
a network through a positive control model. This means that the only traffic allowed onto the network
defined in the firewall policy is; all other traffic is denied.
Types of firewalls:Packet filter firewalls:-
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The earliest firewalls functioned as packet filters, inspecting the packets that are transferred between
computers on the Internet. When a packet passes through a packet-filter firewall, its source and
destination address, protocol, and destination port number are checked against the firewall's rule set. Any
packets that aren't specifically allowed onto the network are dropped (i.e., not forwarded to their
destination). Packet-filter firewalls work mainly on the first three layers of the OSI reference model
(physical, data-link and network), although the transport layer is used to obtain the source and destination
port number
For example, if a firewall is configured with a rule to block Telnet access, then the firewall will drop packets
destined for TCP port number 23, the port where a Telnet server application would be listening.
Advantage:The primary advantage of packet-filtering firewalls is that they are located in just about every device on the
network. Routers, switches, wireless access points, Virtual Private Network (VPN) concentrators, and so on
may all have the capability of being a packet-filtering firewall.
The Biggest Advantage of Packet Filtering Firewalls is Cost and Lower Resource Usage and best suited for
Smaller Networks
Disadvantage:
Packet-filtering firewalls do not have visibility into the payload.
Packet Filtering Firewalls can work only on the Network Layer and these Firewalls do not support Complex
rule based models. And it‘s also Vulnerable to Spoofing in some Cases.
Stateful Inspection
Stateful inspection takes the basic principles of packet filtering and adds the concept of history, so that the
firewall considers the packets in the context of previous packets. For example it records when it sees a TCP
SYN packet in an internal table and in many implementations will only allow TCP packets that match an
existing conversation to be forwarded to the network. Advantages
It is possible to build up firewall rules for protocols which cannot be properly controlled by packet filtering.
Complete control traffic is possible.
Disadvantages
In stateful inspection implementation is necessarily more complex and therefore more likely to be buggy.
It also requires a device with more memory and a more powerful CPU etc for a given traffic flow seen over
a period of time.

Q-15)Explain Client-server network security.(2019(s)-6(b))
Client-Server Security
Why Client Server Environments are so Popular
Client-server environments are popular because they increase application processing efficiency while
reducing costs and gaining the maximum benefit from all resources working together. These benefits are
gained by splitting processing between the client machine/software and server machine/software. Each
process works independently but in cooperation and compatibility with other machines and applications
(or pieces of applications).
All independent processing must be performed to complete the requested service. Cooperation of
application processing produces another client-server advantage, it reduces network traffic. Since each
node (client and/or server) performs part of the processing within itself, network communication can be
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kept to a minimum. For example, static processes, like menus or edits, usually take place on the client-side.
The server, on the other hand, is responsible for processes like updating and reporting.
There are three components to client-server environments: the client, the server (there may be multiple
servers), and the network. The network bridges the physical and functional separation between the client
and the server. The multiple connections possible between clients and multiple servers really provides the
visual of a web or network. Networks provide a flexible environment where clients can mix and match
hardware, software, and operating systems.
However, the very characteristic that make client-servers popular are also what make it the most
vulnerable to breaches in security. It is precisely the distribution of services between client and server that
open them up to damage, fraud, and misuse. Security consideration must include the host systems,
personal computers (PCs), local area networks (LANs), global wide area networks (WANs), and users.
Because security investments don’t produce immediately visible returns and client-server buyers
sometimes don’t educate themselves about security, this area of development is often overlooked until a
problem occurs.
This article will discuss the different components of client-server technology that require security. Finally,
we will discuss endpoint security and its most common forms, such as firewalls and anti-virus technology.

Q-16)What is B2B.Explain its various benefits.(2019(S)-2(b))
B2B companies are supportive enterprises that offer the things other businesses need to operate and
grow. These include businesses like payroll processors or industrial suppliers. This is in contrast to businessto-consumer (B2C) models, which sell directly to individual customers, and consumer-to-business (C2B)
models, in which an end user creates products or services for a business. B2B companies have an entirely
different target audience: They offer the raw materials, finished parts, services or consultation that other
businesses need to operate, grow and profit.
Benefit:
1: Tap More Business Opportunities
2: Improve B2B E-Commerce Sales
3: Lower Your Costs
4: Get Customer Feedback
5: Reach New Markets
6: Achieve Data-Centricity with ERP-Integrated B2B E-Commerce

Q-17) Define EDI. Discuss different EDI standards.(2019(s)-2(c))
EDI stands for electronic data interchange. EDI means the electronic exchange of business documents, such
as orders, delivery slips and invoices. These documents are exchanged among business partners in
structured data form and without manual intervention. There are set standards for this which apply
internationally.


EDI via VAN
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Value Added Networks (VANs) are private networks where electronic business documents are exchanged between partners.
The VAN provider manages the network and provides companies with mailboxes where they can send and receive EDI
documents.



EDI via AS2
AS2 is an Internet communications protocol that enables data to be transmitted securely over the Internet. EDI via AS2
delivers the functionality of EDI with the ubiquity of Internet access.



Web EDI
Unlike EDI via AS2, Web EDI conducts EDI using a standard Internet browser. Organisations use different online forms to
exchange information with business partners. Web EDI makes EDI easy and affordable for small- and medium-sized
organisations and companies that have only occasional need to utilise such a service.



Mobile EDI
Users have commonly accessed EDI either by a private network such as Value Added Network or the Internet in order to send
and receive EDI-related business documents. Mobile EDI has had limited adoption, in part due to security concerns with
mobile devices across an EDI infrastructure, but mainly due to the mobile devices themselves. The quality and size of the
screen of most devices has been relatively poor until recently. There is a growing industry for developing software applications
or ‘apps’ for downloading onto mobile devices and it will be only be a matter of time before you will be able to download supply
chain and EDI related apps from private or corporate app stores.



EDI Outsourcing
EDI Outsourcing (also referred to as Managed Services) is a fast-growing option that enables companies to use external
resources to manage their EDI environment on a day-to-day basis. This is in part driven by companies wanting to integrate to
back office business systems such as Enterprise Resource Planning (ERP) platforms. Many companies do not have the
internal resources to undertake this type of work so they outsource it instead.

7 MARKS
Q-1) What is internet banking? Explain different types of risk associated with it. (2017(W)-6(C))

Ans:-Internet Banking
Internet banking refers to systems that enable bank customers to access accounts and general
information on bank products and services through PC or other intelligent device.
Internet banking products and services can include wholesale product for corporate customers as
well as retail and fiduciary products for consumers. Some example of wholesale products and services
include:
 Cash management
 Wire transfer
 Automated clearinghouse transactions
 Bill presentment and payment
Some example of retail and fiduciary products and services include:
 Balance inquiry
 Funds transfer
 Downloading transaction information
Interbank transfer is a special service that allows you to transfer funds electronically to accounts in
other banks through NEFT and RTGS.
Internet Banking Risks
Internet banking does not open up new risk categories, but rather accentuates the risks that any
financial institution faces. The board and senior management must be cognizant of these risks and deal
with them appropriately. These risks, which often overlap, are briefly described below:
Strategic risk- This is the current and prospective risk to earnings and capital arising from adverse business
decisions or improper implementation of business decisions. Many senior managers do not fully
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understand the strategic and technical aspects of Internet banking. The organization structure and
resources may not have the skills to manage Internet banking.
Transaction risk— This is the current and prospective risk to earnings and capital arising from fraud, error,
negligence and the inability to maintain expected service levels. A high level of transaction risk may exist
with Internet banking products, because of the need to have sophisticated internal controls and constant
availability. Most Internet banking platforms are based on new platforms which use complex interfaces to
link with legacy systems, thereby increasing risk of transaction errors.
Compliance risk— This is the risk to earnings or capital arising from violations of, or nonconformance with,
laws, regulations and ethical standards. Compliance risk may lead to diminished reputation, actual
monetary losses and reduced business opportunities.
Reputation risk— This is the current and prospective risk to earnings and capital arising from negative
public opinion. A bank's reputation can be damaged by Internet banking services that are poorly executed
(e.g., limited availability, buggy software, poor response. Hypertext links could link a bank's site to other
sites and may reflect an implicit endorsement of the other sites.
Information security risk— This is the risk to earnings and capital arising out of lax information security
processes, thus exposing the institution to malicious hacker or insider attacks, viruses, denial-of-service
attacks, data theft, data destruction and fraud.
Credit risk— This is the risk to earnings or capital from a customer's failure to meet his financial
obligations. Internet banking enables customers to apply for credit from anywhere in the world. Banks will
find it extremely difficult to verify the identity of the customer, if they intend to offer instant credit through
the Internet.
Interest rate risk— This is the risk to earnings or capital arising from movements in interest rates (e.g.,
interest rate differentials between assets and liabilities and how these are impacted by interest rate
changes). Internet banking can attract loans and deposits from a larger pool of customers.
Liquidity risk—This is the risk to earnings or capital arising from a bank's inability to meet its obligations.
Internet banking can increase deposit and asset volatility, especially from customers who maintain
accounts solely because they are getting abetter rate.
Price risk— This is the risk to earnings or capital arising from changes in the value of traded portfolios or
financial instruments. Banks may be exposed to price risk, if they create or expand deposit brokering, loan
sales or securitization programs as a result of Internet banking activities.
Foreign exchange risk— This arises when assets in one currency are funded by liabilities in another.
Internet banking may encourage residents of other countries to transact in their domestic currencies. Due
to the ease and lower cost of transacting, it may also lead customers to take speculative positions in
various currencies. Higher holdings and transactions in nondomestic currencies increase foreign exchange
risk.

Q-2) Compare internet, intranet, extranet. (2017(W)-5(C))
Ans:INTERNET

INTRANET

EXTRANET
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Q-3) Define EDI. Explain the steps and advantages of EDI system. (2017(W)-4(C))
Ans:- EDI(Electronic Data Interchange):
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EDI stands for Electronic data interchange. It is the application to application transfer of Business
documents between computers. The transfer of files requires that the sender and receiver agree upon a
standard document format for the document that is to be transmitted.
 EDI is a new way of doing business. Many businesses are looking to EDI as a new, fast, inexpensive,
and safe method of sending purchase orders, invoices, shipping notices, receiving advices, and
other frequently used business documents.
 EDI can also be used to transmit financial information and payment in electronic form. When used
in this application, EDI is usually referred to as financial EDI or Electronic Fund Transfer (EFT).
 EDI is the direct interchange of business documents such as invoices, bills, orders etc. between two
organizations through computers.
 It saves money and time as the processing is very fast through the telecommunication network
between the different businesses.
Steps the Sender Must Take
Document Preparation

Information necessary to produce a business document (purchase order, invoice, etc.) is collected in an
electronic file.
Outbound Translation

The electronic file is converted by the sender's translation software into the standard format (following ASC
X12 standards and Rail Industry Guidelines).
Outbound Communication

The sender's computer connects to a VAN. Upon successful receipt, the VAN processes and routes the
transaction to the electronic mailbox of the receiver.
Steps the Receiver Must Take
Inbound communication

The receiver's computer connects with the VAN and receives any files waiting in its electronic "in" box.
Inbound translation

The receiver's translation software "maps" or translates the electronic file from the ASC X12 standard
message format into a format that the receiver's internal system can understand.
Document processing

The receiver's internal document processing system takes over and the newly received document is
handled according to normal internal procedures.
By combining EFT with the advantages provided by EDI business gain in many ways:
1. Reduce time spent in data entry, paper processing and error correction, by having your accounts
payable system directly feed your EDI translator.
2. Reduce/eliminate the costs associated with cheque preparation, enveloping, mailing, cheque
reconciliation, storage and retrieval by creating and sending payments electronically to the bank.
3. Accurate cash flow forecasting for these payments, and improve control of overall cash flow
because the transfer of funds are guaranteed on value date. This also allows you to advantages of
discounts by establishing set payment dates.
4. No time is due to mail and processing float, as payment can be sent from anywhere.
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5. Reduce time, error, and cost of handling incoming cheque, bank deposits and data entry into
your accounts receivable system.
Q-4) What is IT? Explain the components of IT. (2017(W)-3(C))
Ans:- Information technology:
Information technology refers to the creation, gathering, processing, storage, and delivery of
information and the processes and devices that make all this possible.
Components of IT
1. Application system: The applications that an organization purchases and/or develops to achieve
personal productivity and program support benefits.
2. Architecture: The guidelines or blueprints that an organization follows in designing, acquiring, and
implementing information technology solutions. Organizationally approved definitions, specifications, and
standards are the primary components in organization‘s information technology architecture.
3. Communications: Local area and wide area network components, including linkages with other
organizations.
4. Equipment: An organization‘s hardware platforms and components ranging from individual personal
computers to mainframes and associated peripherals.
5. Facilities: The electrical, ventilation, fire suppression, physical security, wiring, and other components
required to support an organization‘s information technology capability, including the physical structure
itself.
6. Funding: Current and projected funding for information technology planning, acquisition, development,
and operations activities.
7. Partnerships: Relationships with other public and private sector organizations that support and enable
the organization‘s pursuit and use of information technology.
8. People: An organization‘s technical staff, user community groups, and executive steering and oversight
committees that are charged with information technology planning, approval, development, management,
operations , and security responsibilities.
9. Plans: Detailed designs or methods for aligning information technology activities with organization
business strategies and accomplishing business objectives. Typical organization information technology
plans include strategic, risk management and operational recovery.
10. Policies: The rules, conventions, and protocols adopted by the organizations to govern the pursuit and
use of information technology.
11. Processes and procedures: The defined steps for planning, approving, acquiring, developing, operating,
maintaining, enhancing, and using information technology within the organization.
12. Service definitions: The types of service provided, accepted service levels, and service delivery time
frames established for an organization‘s information technology support organization.
13. Software: The set of operating system, utility, communication, user interface , and management
programmers that enables user to operate and control computers and develop application systems.
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14. The infrastructure includes elements owned by the organization and available under contract or
through inters organization agreement. For agencies that employ the services of a consolidated data
center, for example, the required data center resources are considered part of the organization‘s
infrastructure.
15. Reengineering the business process: The search for, and implementation of, radical change in business
processes that result in dramatic efficiencies, reductions in turnaround time ,Improvement in quality, or
improvement in customer service.
16. Strategic planning process for information technology: The process of aligning organization plans for,
and uses of, information technology with the organization‘s business strategies.

Q-5) Define supply chain. Explainporters value chain model with a suitable diagram.
Ans:- Supply Chain:
Supply chain is a network of facilities and distribution options that performs the
function of procurement of materials from supplier, transformation of these materials into
intermediate and finished products (manufacturing) and the distribution of these finished
products to customer. This network adds value for customer through the manufacture and
delivery of products.
 The entities of supply chain consist of
manufacturers, service providers,
distributors & retail outlets.
 Supply chain activities transform raw
materials into finished products.
 The primary objective of supply chain
management is to fulfil customer demands.
Porter’s Value Chain Model
In 1985 Michael porter introduces a generic
value chain model that comprises asequence of
activities found to be common wide range of
firms. Porter identified primary andsupport
activities as shown in the figure
The primary value chain activities are:
 Inbound logistics:The receiving and warehousing of raw materials and their
distribution to manufacturing as they required.
 Operations:The processes of transforming inputs into finished product and services.
 Outbound logistics:The warehousing and distribution of finished goods.
 Marketing & sales:The identification of customer needs and their generation of sales.
 Service:The support of customers after the products services are sold to them.
These primary activities are supported by:
 Infrastructure of the firm:Organizational structure, control systems, company
culture etc.
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 Human resources management:Employee recruiting, hiring, training, development
and compensation.
 Technology development:Technologies to support value creating activities.
 Procurement:Purchasing inputs such as materials, supplies, and equipment

Q-7) Explain the working of B2C e-commerce in detail. What are the different challenges
involved in it.
Ans:-Business-to-Consumer (B2C) Model:
The B2C model involves transactions between business organizations and consumers.
It applies to any business organization that sells its products or services to consumers over
the Internet. These sites display product information in an online catalog and store it in a
database. The B2C model also includes services online banking, travel services, and health
information.
Major activities of B2C E-Commerce
There are five major activities involved in conducting B2C e-commerce. The B2B
ecommerce model uses a similar cycle
1. Information sharing: A B2C e-commerce may use some or all of the following
applications and technologies to share information with customers: Online advertisements,
e-mail, newsgroups/discussion groups, company web site, online catalogs, message board
systems, bulletin board systems, multiparty conferencing.
2. Ordering: A customer may use electronic email or forms available on the company's web site to
order a product from a B2C site. A mouse click sends
the essential information relating to the requested
piece(s) to the B2C site.
3. Payment: Credit cards, electronic checks,
and digital cash are among the popular options that
the customer has as options for paying for the goods
or services.
4. Fulfillment: Fulfillment that is responsible
for physically delivering the product or service from
the merchant to the customer. In case of physical products(books, videos, CDs), the filled
order can be sent to the customer using regular mail, MNG, Yurtiçi Cargo, FedEx, or UPS. As
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expected for faster delivery, the customer has to pay additional money. In case of digital
products (software, music, electronic documents), the e-business uses digital
documentations to assure security, integrity, and privacy of the product.
5. Service and support: It is much cheaper to maintain current customers than to
attract new customers. For this reason, e-businesses should do whatever that they can in
order to provide timely, high-quality service and support to their customers. As ecommerce companies lack a traditional physical presence and need other ways to maintain
current customers, service and support are even more important in e-commerce than
traditional businesses.
Major challenges of B2C E-Commerce
 Getting browsers to buy things: Getting visitors to the site is only half the battle.
Customers are still abandoning their online shopping carts for a number of reasons,
including clunky design. HTML is the cause of the most of the usability problems
associated with e-commerce. Now broadband is more widespread, companies are
boosting their conversion rates by deploying more advance web technologies & rich
media.
 Building customers trust/privacy: Companies need to take steps to ensure their
customer information is well protected. Companies should secure web transaction
using the secure socket layer protocol.
 Building customer loyalty: Customer loyalty is particularly important given the fact
that more consumers are using search engines to research product online, rather
than going directly a particular store‘s site , how can you build a strong relationship
with customers
Q-8) Explain various advantages and disadvantages of e-commerce. (2017(W)-1(C))
Ans:-Advantages:
1. Cost Effective: The entire financial transactions will eventually become electronic, so
sooner conversion is going to be lower on cost. It makes every transaction through ecommerce payment a lot cheaper.
2. Higher Margin: E-commerce also enables us to move better with higher margin for
more business safety. Higher margin also means business with more control as well
as flexibility. You can also save time from the e-commerce.
3. Better Productivity: Productivity here means productivity for both companies and
customers. People like to find answers online because it is faster and cheaper, and it
costs a lot cheaper expense as well for the company.
P a g e 25 | 35

4. Quick Comparison: E-commerce also enables you to compare price among several
providers. In the end, it leads you to smart shopping. People can save more money
while they shop.
5. Economy Benefit: E-commerce allows us to make transaction without any needs on
stores, infrastructure investment, and other common things we find. Companies only
need well-built website and customer service.
Disadvantages:
1. Security: Customers need to be confident and trust the provider of payment
method. Sometimes, we can be tricked. Examine on integrity and reputation of the
web stores before you decide to buy.
2. Scalability of System: A company definitely needs a well-developed website to
support numbers of customers at a time. If your web destination is not well enough,
you better forget it.
3. Integrity on Data and System: Customers need secure access all the time. In addition
to it, protection to data is also essential. Unless the transaction can provide it, we
should refuse for e-commerce.
4. Products People: People who prefer and focus on product will not buy online. They
will want to feel, try, and sit on their new couch and bed.
5. Customer Service and Relation Problem: They sometimes forget how essential to
build loyal relationship with customers. Without loyalty from customers, they will
not survive the business.
Q-9) Explain the different risks associated with EPS(electronic payment system) And types
of EPS.
Ans:- Risks Associated with Electronic Payment
Operational risk:-Operational risk arises from the potential for loss due to significant
deficiencies in system reliability or integrity. Operational risk can also arises from customer
misuse, and from inadequately designed or implemented electronic banking and electronic
money systems.
Credit risk:-Credit risk is the risk that a counter party will not settle an obligation for full
value, either when due or at any time thereafter. Banks engaging in electronic banking
activities may extend credit via non-traditional channels, and expand their market beyond
traditional geographic boundaries.
Legal risk:-Legal risk arises from violations of or non-conformance with laws rules
regulations or prescribed practices or when the legal rights and obligation of parties to a
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transaction are not well established. Legal risk may arise from uncertainty about the validity
of some agreements formed via electronic media.
Types of Electronics Payment System
 Electronic Tokens:-An electronic token is a digital analog of various forms of
payment backed by a bank or financial institution. Different types of token are Real
time tokens.
Pre-paid tokens:-These are exchanged between buyer and seller their users pre-pay for
tokens that serve as currency. Transactions are settled with the exchange of these
tokens. Examples of these are dig cash, debit cards etc.
Post-paid tokens:-These are used with fund transfer instructions between the buyer
and seller. Example- electronic cheques, credit card data etc.
 Electronic Or Digital Cash:- Digital cash is a system of purchasing cash credits in
relatively small amounts, storing the credits in your computer, and then spending
them when making electronic purchases over the Internet. Some qualities of cash
are Cash is a legal tender i.e. payee is obligatory to take it.
 Electronic Cheques:-The electronic cheques are modelled on paper checks, except
that they are initiated electronically. They use digital signatures for signing and
endorsing and require the use of digital certificates to authenticate the payer, the
payer‘s bank and bank account.
 Credit Card :-A credit card is a payment card issued to users as a system of payment.
It allows the cardholder to pay for goods and services based on the holder's promise
to pay for them.
 Debit Card:-Debit cards are also known as check cards. They operate like cash
cheque. While a credit card is a way to pay later a debit card is a way to pay now.
Debit cards offer an alternative to carrying a check book or cash.

Q-10) Explain the advantages of XML as a technology, how is it different from HTML?
Ans:-Advantage of XML as a Technology





It is a platform independent language.
It is as easy as HTML.
XML is fully compatible with applications like JAVA, and it can be combined with any application
which is capable of processing XML irrespective of the platform it is being used on.
XML is an extremely portable language to the extent that it can be used on large networks with
multiple platforms like the internet, and it can be used on handhelds or palmtops or PDAs.
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XML is an extendable language, meaning that you can create your own tags, or use the tags which
have already been created.
It can be deployed on any network if it is amicable for usage with the application in use.
If the application can work along with XML, then XML can work on any platform and has no
boundaries.
It is also vendor independent and system independent. While data is being exchanged using XML,
there will be no loss of data even between systems that use totally different formats.
XML

HTML

XML was designed to be a software and hardware
independent tool used to transport and store data,
with focus on what data is.
XML provides a framework for defining markup
languages.
XML is neither a programming language nor a
presentation language.
XML is case sensitive

HTML was designed to display data with focus on
how data looks

XML is used basically to transport data between
the application and the database.
what makes XML flexible is that custom tags can
be defined and the tags are invented by the author
of the XML document
XML makes it mandatory for the user the close
each tag that has been used.
XML is about carrying information, hence
dynamic.
XML preserve white space

HTML is used for designing a web-page to be
rendered on the client side
HTML has its own predefined tags

HTML is a markup language itself
HTML is a presentation language
HTML is case insensitive

HTML is not strict if the user does not use the
closing tags
HTML is about displaying data, hence static
HTML does not preserve white space

Q-12) Explain various business model of e-commerce.
Ans:-E-commerce business models can generally be categorized into the following categories.


Business - to - Business (B2B)



Business - to - Consumer (B2C)



Consumer - to - Consumer (C2C)



Consumer - to - Business (C2B)



Business - to - Government (B2G)



Government - to - Business (G2B)



Government - to - Citizen (G2C)

Business - to - Business
A website following the B2B business model sells its products to an intermediate buyer who then sells the product to
the final customer. As an example, a wholesaler places an order from a company's website and after receiving the
consignment, sells the endproduct to the final customer who comes to buy the product at one of its retail outlets.
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Business - to - Consumer
A website following the B2C business model sells its products directly to a customer. A customer can view the
products shown on the website. The customer can choose a product and order the same. The website will then send a
notification to the business organization via email and the organization will dispatch the product/goods to the
customer.

Consumer - to - Consumer
A website following the C2C business model helps consumers to sell their assets like residential property, cars,
motorcycles, etc., or rent a room by publishing their information on the website. Website may or may not charge the
consumer for its services. Another consumer may opt to buy the product of the first customer by viewing the
post/advertisement on the website.
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Consumer - to - Business
In this model, a consumer approaches a website showing multiple business organizations for a particular service. The consumer
places an estimate of amount he/she wants to spend for a particular service. For example, the comparison of interest rates of
personal loan/car loan provided by various banks via websites. A business organization whofulfills the consumer's requirement
within the specified budget, approaches the customer and provides its services.

Business - to - Government
B2G model is a variant of B2B model. Such websites are used by governments to trade and exchange information
with various business organizations. Such websites are accredited by the government and provide a medium to
businesses to submit application forms to the government.

Government - to - Business
Governments use B2G model websites to approach business organizations. Such websites support auctions, tenders,
and application submission functionalities.

Government - to - Citizen
Governments use G2C model websites to approach citizen in general. Such websites support auctions of vehicles,
machinery, or any other material. Such website also provides services like registration for birth, marriage or death
certificates. The main objective of G2C websites is to reduce the average time for fulfilling citizen’s requests for
various government services.
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Q-13) What is electronic payment system(EPS)?Explain types of EPS.(2017(W)-2(C))
Ans:-Electronic Payment System means of making payments over an electronic network such as the
Internet.
Features of EPS






There is no paper involved, so electronic payments can be effected directly from home or office.
Fast, efficient, safe, secure and generally less costly than paper-based alternatives, e.g. cheques.
Most banks offer same day value for payments made to other accounts held in that same bank.
Many banks offer same day money transfer inter-bank services for large value payments.
Unlike cheques, electronic payments don‘t ‗bounce‘ – as payments will not be effected unless the
funds are available in the first place.

Types of Electronics Payment System


Electronic Tokens:-An electronic token is a digital analog of various forms of payment backed by a
bank or financial institution. Different types of token are Real time tokens.

Pre-paid tokens:-These are exchanged between buyer and seller their users pre-pay for tokens that
serve as currency. Transactions are settled with the exchange of these tokens. Examples of these are
dig cash, debit cards etc.
Post-paid tokens:-These are used with fund transfer instructions between the buyer and seller.
Example- electronic cheques, credit card data etc.







Electronic Or Digital Cash:- Digital cash is a system of purchasing cash credits in relatively small
amounts, storing the credits in your computer, and then spending them when making electronic
purchases over the Internet. Some qualities of cash are Cash is a legal tender i.e. payee is obligatory
to take it.
Electronic Cheques:-The electronic cheques are modelled on paper checks, except that they are
initiated electronically. They use digital signatures for signing and endorsing and require the use of
digital certificates to authenticate the payer, the payer‘s bank and bank account.
Credit Card :-A credit card is a payment card issued to users as a system of payment. It allows the
cardholder to pay for goods and services based on the holder's promise to pay for them.
Debit Card:-Debit cards are also known as check cards. They operate like cash cheque. While a
credit card is a way to pay later a debit card is a way to pay now. Debit cards offer an alternative to
carrying a check book or cash.

Q-13) What is trade cycle ?explain various phases and types of trade cycle.(2019(s)-1(C))
Ans:-Trade Cycle
A trade cycle is the series of exchanges, between a customer and supplier that take
place when a commercial exchange is executed.
A general trade cycle consists of:
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Pre-Sales: Finding a supplier and agreeing the
terms.
This phase can be classified in
 Search
 Negotiate
Execution: Selecting goods and taking delivery.
This phase can be classified in
 Order
 Delivery
Settlement: Invoice (if any) and payment.
This phase can be classified in
 Invoice
 Payment
After-Sales: Following up complaints or providing maintenance
Q14) Discuss the security requirement for electronic payment system.(2019(s)-5(c))

P a g e 32 | 35

Q15) Explain some common e-Commerce security tools.
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Q16) what is Smart card, E-money, Electronics fund transfer? (2019(s)-6(c),7(i))
Smart Card: A smart card is a physical card that has an embedded integrated chip that acts as a security token.
Smart cards are typically the same size as a driver's license or credit card and can be made out of metal or plastic.
They connect to a reader either by direct physical contact (also known as chip and dip) or through a short-range
wireless connectivity standard such as radio-frequency identification (RFID) or near-field communication (NFC).
The chip on a smart card can be either a microcontroller or an embedded memory chip. Smart cards are designed to
be tamper-resistant and use encryption to provide protection for in-memory information. Those cards with
microcontroller chips can perform on-card processing functions and can manipulate information in the chip's
memory.

E-money:
Electronic money (e-money) is broadly defined as an electronic store of monetary value on a technical
device that may be widely used for making payments to entities other than the e-money issuer. The device
acts as a prepaid bearer instrument which does not necessarily involve bank accounts in transactions.
E-money products can be hardware-based or software-based, depending on the technology used to store
the monetary value.
Electronic Fund Transfer:
An electronic funds transfer (EFT) is a transaction that takes place over a computerized network, either
among accounts at the same bank or to different accounts at separate financial institutions.
EFTs includes direct-debit transactions, wire transfers, direct deposits, ATM withdrawals and online bill pay
services. Transactions are processed through the Automated Clearing House (ACH) network, the secure
transfer system of the Federal Reserve that connects all U.S. banks, credit unions and other financial
institutions.
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